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Achieving Accountable and Efficient Data
Sharing in Industrial Internet of Things
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Abstraci—In this article, we propose an accountable
and efficient data sharing scheme for industrial loT (lloT),
named an accountable and data sharing scheme (ADS),
in which a data owner can pursue the responsibility of
a data receiver if the latter leaks some sensitive shared
data to the public for profits while without permission (i.e.,
accountability). Specifically, ADS is built upon an adaptive
decentralized oblivious transfer protocol together with a
zero-knowledge proof technique, which enables the data
receiver’s private key to be hidden from the data owner
and yet correctly embedded into the shared data during
the process of data sharing. Once data breaches occur, the
private key can be automatically revealed to the data owner
so as to achieve the accountability. In addition, with ADS, a
group of sharing providers can also assist lloT devices in
handling heavy computational tasks via the secret sharing
technique without sacrificing the security. Extensive per-
formance evaluations are conducted, and the simulation
results demonstrate that ADS has high computational ef-
ficiency, making it well fit for lloT.

Index Terms—Accountability, data sharing, data breach,
industrial Internet of Things (lloT).

[. INTRODUCTION

NDUSTRIAL Internet of Things (IIoT), which indicates
I a large potential in advancing the development of many
industrial systems such as energy, manufacturing, logistics, and
transportation [1], [2], has recently attracted considerable atten-
tion. By leveraging the highly-connected smart IIoT devices to
sense, monitor, collect, exchange, and analyze data generated
in the industrial process, IIoT can assist in building compre-
hensive and intelligent solutions in the industrial systems [3],
[4]. For example, IIoT enables logistics companies to easily
track their drivers’ activities, vehicles’ locations, and all goods’
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delivery status through a real-time logistics management system
supported by heterogeneous networks and wide-deployed IloT
devices. Once goods are delivered to or arrived at a certain place,
e.g., a warehouse, an instant notification can be given in the
system, which achieves both transparency and traceability in
logistics.

Essentially, IIoT inherently incorporates two main charac-
teristics: interconnection and interoperability [5], [6]. Inter-
connection means IIoT devices are connected with each other
via ubiquitous networks with high-speed transmission; while
interoperability means these devices exchange information and
make use of the information to perform data analytics [7]. In
other words, seamless data sharing among various industrial
entities and their systems, e.g., manufacturers, suppliers, and
carriers, is required to break the data isolation in IIoT, which
also promotes the system-level decision making for a wide range
of industry sectors [8]. For instance, when logistics companies
obtain the shared real-time traffic data and road conditions
from transportation companies, they can optimize the schedule
of delivering goods to shorten the delivery time and save the
delivery cost prominently.

Despite its promising features, there still exists an inevitable
security issue that hinders open data sharing in IIoT, i.e., a data
owner (sender) cannot control the access of shared data after they
have been shared with many data receivers. In most of the data
sharing cases, the sender only allows the receiver to utilize the
shared data but does not allow a receiver to leak the shared data
to others or the public for profits or other self-interest purposes
without permission. If an event of data leakage happens (e.g., the
sender is aware of the data breach and acquires the leaked data
from the Internet), no matter intentionally or unintentionally,
the corresponding receiver who leaks the data should be tracked
and be responsible for the event. This issue is referred to as the
accountability issue.

To achieve the accountability in data sharing, three require-
ments should be satisfied. First, some evidence should be in-
cluded in the shared data and should be explicitly extracted after
the data breach occurs. Second, there should be an authority,
who keeps online to collect the evidence and to pursue the
responsibility of the receiver who leaks the shared data if nec-
essary. Third, cuambersome computational costs on IloT devices
should not be permitted as they are always resource-limited.
Nevertheless, these requirements cannot be easily achieved
simultaneously. For the first two requirements, the classical
watermarking techniques [9], [10] could be applied, since they
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can be used to watermark the shared data as the evidence, and
a public blockchain [11] can be deployed as a decentralized
authority to achieve the accountability, as shown in the recent
work by Mangipudi et al. [12]. Although their scheme is highly
creative, directly applying it into IIoT may suffer from the
efficiency bottleneck. This is mainly due to the fact that it relies
on the time-consuming exponential operations and public-key
operations.

To address the abovementioned challenge, in this article, we
propose a novel accountable and efficient data sharing scheme
for IIoT, named an accountable and data sharing scheme (ADS),
based on the watermarking techniques [10], [13] and several
cryptographic primitives, such as distributed oblivious trans-
fer [14] and zero-knowledge proof [15]. ADS is constructed
on a multiprovider model, where the data owner (sender) shares
the watermarked data blocks with the data receiver through a
group of sharing providers [3]. In ADS, the receiver’s private
key is concealed from the sender but correctly embedded into
the watermarked data blocks in the process of data sharing. When
these data blocks are leaked, the sender can extract the private
key of the data leaker from the data blocks, which can be used
for a posterior investigation or a dispute resolution, e.g., the data
leaker can be penalized via a claim-or-refund smart contract
deployed on the public blockchain [11]. In addition, most of the
heavy computational tasks are accomplished by the decentral-
ized sharing providers in ADS and the computational overhead
of IIoT devices can be significantly reduced. In summary, the
contribution of this article is four fold.

1) ADS is proposed under the semihonest adversary model.
Based on an adaptive distributed oblivious transfer
protocol together with a zero-knowledge proof tech-
nique, ADS allows a data owner and a data receiver
to achieve accountable data sharing through a group of
sharing providers. These sharing providers assist IIoT
devices in handling heavy computational tasks, which
makes ADS highly efficient in terms of computational
costs.

2) To improve the effectiveness of accountability, R-ADS is
introduced based on ADS, by making use of public-key
homomorphic encryption, permutation, and randomiza-
tion techniques. R-ADS ensures that, even if the data
receiver only leaks partial shared data but not the whole
shared data, the data owner can still trace his/her respon-
sibility by tracing his/her key.

3) To deal with malicious sharing providers, R-ADS is fur-
ther extended to E-ADS by utilizing the zero-knowledge
proof to verify the correctness of the sharing providers’
operations. E-ADS ensures that, even if a small por-
tion of sharing providers are malicious to perform
arbitrary operations in the process of data sharing,
such malicious behavior can still be detected through
the public verification and the accountability is still
achieved.

4) Security analysis demonstrates that desirable security
goals are achieved in ADS, R-ADS, and E-ADS. In
addition, the simulation results also demonstrate that ADS
is efficient in comparison with the existing schemes [12],
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Fig. 1. System model.

[16], and R-ADS and E-ADS can provide a stronger secu-
rity guarantee at the expense of acceptable computational
costs.

The remainder of this article is organized as follows. In
Section II, we introduce the system model, security require-
ments, and design goals. Then, we propose ADS in Section III.
Subsequently, security analysis and performance evaluation are
shown in Sections IV and V, respectively. Finally, Section VI
reviews some related works and Section VII concludes this
article.

[I. MODEL AND DESIGN GOAL

In this section, we first sketch the system model of data sharing
in IToT, and then we present the security requirements and the
design goals.

A. System Model

In the system model, there exist four types of entities, namely
IIoT Nodes, Managers, Sharing Providers, and Trusted Author-
ity, as shown in Fig. 1.

1) IIoT nodes: IIoT nodes involve different kinds of sensors,
devices, and machines with low computational power.
They are usually deployed in the industrial process, gen-
erating a variety of data, and storing them temporarily. If
necessary, they can upload some data to the manager for
a long-term storage.

2) Managers: There exist some managers who control and
manage their IIoT nodes via commands. They also store
the long-term data received from their IIoT nodes.

3) Sharing providers (SPs): A group of sharing providers,
which are highly available and well-provisioned servers
with the strong computational capability and sufficient
resources for communication and storage.

4) Trusted authority (TA): A trusted authority is fully trusted
and is responsible for generating the public parameters
and initializing the system.

In the system model, when a manager M (receiver) needs to
obtain the data of an IIoT node belonging to another manager
M, (sender), she first sends a data sharing request to M.
After M, authorizes the request, M, (sender) collects the data
from the corresponding IIoT node and shares the data with M
(receiver) through a group of SPs. In the process of data sharing,
the data of M, is shared with M, while the private key of M,
(corresponding to his/her public key) is embedded into the share
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data in a hidden way, such that M can be held accountable for
his/her behavior.

B. Security Requirements

ADS requires the availability of private and authenticated
communication channels between IIoT nodes and managers,
managers and SPs, among SPs. The network is required to be
synchronous and these communication channels are secure, i.e.,
the communications cannot be eavesdropped and be tampered
with. Most of the SPs are assumed to be honest, and at most
k—1 out of n 2k — 1 < n and n is the number of SPs) SPs
can be corrupted and collude with each other to behave in a
semihonest manner (Adversary A1) or in an arbitrary/malicious
manner (Adversary A;). The set of corrupted SPs is not known
in advance, but it is a static corruption and does not change
during scheme execution. In practice, each SP is operated in-
dependently, i.e., each SP is maintained by a separate operator
to limit the risks of the SPs being compromised or colluding
with each other. Moreover, both the sender and the receiver are
assumed to be semihonest and wish to complete the scheme to
allow the receiver to obtain the shared data, and there exist some
robust watermarking techniques for numeric and non-numeric
data generated by IloT nodes [10], [13], i.e., two properties
should be guaranteed: 1) the watermark can be easily detected by
the sender; and 2) the watermark cannot be changed or removed
from the data block once added. In this situation, the following
security requirements should be satisfied.

1) Data confidentiality (A; and A,):

a) Upto k — 1 out of n collusive SPs cannot obtain the
shared data of the sender nor the private key of the
receiver.

b) The sender, even though colluding with up to k — 1
SPs, cannot obtain the private key of receiver before
the disclosure of the shared data by the receiver.

¢) The receiver, even though colluding withup to k£ — 1
SPs, cannot obtain the shared data before the end
of data sharing and her private key is correctly
embedded.

2) Data accountability (A; and .A,): In case of unauthorized
disclosure of the shared data by the receiver, the private
key of the receiver is revealed to the sender, which can be
utilized to trace the responsibility.

3) Data correctness (A): After up to & — 1 SPs corrupt and
behave maliciously without following the scheme, the
sender can still share the shared data and the receiver can
correctly receive the data. In the meantime, the malicious
behavior of these malicious SPs can be detected.

C. Design Goals

Under the aforementioned system model and security require-
ments, our goal is to propose an accountable and efficient data
sharing scheme for I1oT, and the following two design objectives
should be achieved.

1) Security: The security requirements mentioned
previously should be satisfied in ADS. Namely, data

confidentiality, data accountability, and data correctness
should be achieved.

2) Efficiency: ADS should be lightweight. To implement the
data sharing scheme for a real-world IIoT system, the
computational efficiency should be considered.

Ill. PROPOSED SCHEME

In this section, we first review several cryptographic prim-
itives, and then propose an ADS and its variants, including
R-ADS and E-ADS, based on these primitives.

A. Preliminaries

1) Oblivious Transfer: A 1 out of 2 oblivious transfer (OT) is
a two-party (a sender and a receiver) protocol. In the protocol,
the sender has two messages Msg, and Msg; and the receiver
has a bit b € {0, 1}. The sender aims to transfer Msg, to the
receiver. At the end of the protocol, and the receiver does not
learn any information about Msg, ; and the sender does not
learn b. We consider a distributed version, where the oblivious
transfer is achieved by multiple distributed parties. For more
details, please refer to [14].

2) Secret Sharing: A k out of n secret sharing protocol
allows a dealer to share its secret s with a set of players
P ={P,, P,..., Py}. Each player P; can obtain and store a
secret s;. If more than k out of n players reveal their secrets s;,
the secret s can be reconstructed.

3) Zero-Knowledge Proof: The zero-knowledge proof of
knowledge allows the prover to generate a cryptographic proof
with a corresponding statement, and the verifier can verify the
proof to check the correctness of the statement. Generally, a
zero knowledge proof of knowledge can be expressed in a
particular notation. For instance, ZkPoK{(a) : A = ¢{} denotes
“zero-knowledge proof of knowledge of @ such that A = g¢f
holds”. The Fiat-Shamir heuristic can be applied to turn the
abovementioned interactive zero-knowledge proof of knowl-
edge into the noninteractive one in the random oracle model.
For more details, see [15].

4) Decision Diffie—Hellman Problem: Let Gy be a cyclic mul-
tiplicative group with the prime order ¢. Let g is a generator of
Gg. Let a, b, and z be drawn from the uniform distribution on
Z,;. The advantage of a probabilistic algorithm A in solving
the decisional Diffie-Hellman problem in GG, (DDH problem),
AdVIE (k) = [PrAlg, 9%, 9", g*)] — Pr[A(g, g% ¢°, 97)). is
negligible in the security parameter .

B. Details of ADS

High-level overview: ADS is mainly constructed on the wa-
termarking techniques [10], [13] and the distributed 1-out-of-2
OT protocol [14], as shown in Fig. 2. At the beginning of
data sharing, the sender prepares two distinct watermarked
data blocks, including the same shared data but with different
watermarks, based on the watermarking technique. The receiver
then obtains one of these two blocks based on the distributed
1-out-of-2 OT protocol but hides her choices. Apparently, to
achieve the accountability, the receiver needs to convince the

Authorized licensed use limited to: University of New Brunswick. Downloaded on May 21,2021 at 18:02:21 UTC from IEEE Xplore. Restrictions apply.



HUANG et al.: ACHIEVING ACCOUNTABLE AND EFFICIENT DATA SHARING IN IOT 1419
Distributed Distributed .
Data blocks Watermarked data blocks 1 out of 2 OT 1 out of 2 OT Received data blocks

Data | Blockﬁl,(}"H BlOCk*I’!ﬁJ <:>
- | Blockiz,Otu Block],!d S —
— C“Vide[ Watemla[fk Block;,o‘” Blockj,ld <:>

. @ unique
L\ .

Sender | Blockft,()d| Blockﬁt,ld <:>

Fig. 2. High-level overview of ADS.

sender the statement that the choices are the same as the bits
of the receiver’s private key. Afterwards, if the shared data
are leaked, the sender can identify the watermarks to extract
the private key of the receiver. Therefore, directly applying
the OT protocol is not useful, and the zero-knowledge proof
technique [15] is integrated with the original distributed OT
protocol in ADS.
Specifically, ADS includes four phases: System setup, autho-
rization, data sharing, and key tracing.
1) System Setup: TA chooses a large prime p (p = 2q + 1
and g is a prime as well) whose length is &, i.e., |p| = k.
TA, then, chooses two distinct generators g € Z,, and
h € Z with order ¢ for the multiplicative cyclic group
G, C Z,. A symmetric-key encryption/decryption algo-
rithm (the symmetric key is 7 bits) is chosen by TA as
Enc()/Dec(), a public-key signature/verification algo-
rithm (the public and private key are in the field of G|,
and Z;, respectively) is chosen by TA as Sig()/Ver(),
and a cryptographic hash function is chosen by TA as
H;(): {0,1}* — {0, 1}". Finally, TA publishes the pub-
lic parameters params

params = {p,q,9,h, Z,, Z,, G4, Enc() /Dec(),
Sig()/Ver(),Hi()}.

After parameter generation, TA initializes the system by
generating and distributing the key pairs for managers
(i.e., senders and receivers). TA chooses the private sig-
nature key ssk €g Z; for the sender and publishes her
public signature key spk = h*. Similarly, TA chooses
the private signature key rsk €g Z; for the receiver and
publishes her public signature key rpk = h™. TA also
sets the threshold (k,n), which represents that n SPs
are deployed and at most £ — 1 SPs are allowed to be
compromised. According to the size of the shared data,
the shared data can be uniformly divided into ¢ data
blocks. When TA sets ¢t = k, the setting means the private
signature key rsk is embedded into the shared data once.
In general, TA sets t = € X « where € is a positive integer
number except 0. After the initialization, TA is offline in
the system.

2) Authorization: A receiver first sends the data sharing
request Req to the sender. If the sender agrees to share
the data, the sender signs the request by running o =

<:> Secret key Block 1,b_? ;lg

S — » O Block 2,b ?
R G e é’ Block 3,6 7 |
E t=>k
= T

e

n SPs <:> Receiver | Block_tb_?

Sigsk (Req) and broadcasts the signature o and the re-
questReq ton SPs. Each SP verifies the sender’s signature
o by running Verg, (o, Req). If it passes the verification,
each SP creates a separate sharing pool for the sender
and the receiver. In other words, data sharing can occur
in parallel.

3) Data Sharing: This phase involves four subphases: Data

preparation, data encryption, data transfer, and data
decryption.

a) Data preparation: The sender divides the shared
data M into t data blocks {Mj, M,,..., M}
and for each block M; (i =1 to t), she gener-
ates two unique watermarked blocks {My ;, M ;}.
Then, she randomly chooses 2t group ele-
ments {zp; €r Gq,21; €Er Gy}i_, and encrypts
the blocks as Ep; = Ency, (., ,(Mo,;) and E;; =
Ency, (-, ,) (M ;) fori = 1 to t. The symmetric keys
used for encryption are H; (2o ;) and H; (21 ;). Finally,
she sends {Ey ;, B ; }i_, to the receiver.

b) Data encryption: The sender runs {7, f(j)o,i}j— =
SS(params, k,n,z0:) and  {j, f()i}]—, =
SS(params, k,n,z ;) for i=1 to ¢ where
SS() is the secret sharing algorithm, as shown
in Algorithm 1. Afterwards, she distributes the
shared secret s; ; = {f(j)o,i, f(7)1,i} to the jth SP
for j = 1 to n. Finally, the sender notifies the receiver
that the shared data can be downloaded from SPs.

¢) Data transfer: The receiver uses the bits
{b1,b2,...,bs} to represent the private key rsk
and chooses the random number r; €g Z; for
1 =1 to t (r; should be stored temporarily and can
be deleted at the end of the subphase). Then, she
generates the commitment {y; = g"hb}!_, and
calculates the auxiliary information A = gZi=12'r:,
Next, she performs a noninteractive zero-knowledge
proof as follows to generate the proof mcy, randomly
chooses k SPs, and sends 7.y to these SPs

ZKPoK{ ({ri, bi}i—y) : {yi = g" A" }i_ A
A = gZ::l 2iri}.

Each SP verifies iy . If the proofis correct, the jth SP
(3 = 1to k) checks whether the bits of the receiver’s
private key are included in {y; }!_, by the following
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Algorithm 1: Secret Sharing SS/().

Algorithm 2: Reconstruction RC().

Input:params, k, n, s.
Output {5, £ G)}Yi=r

Randomly plck ay €Er Z;, Ay ER L%, ..., Qx_1 €R Z;.

2: Construct
f(x) =s+ax+ax®+ -+ ap_ 12" mod p.
3: forj=1tondo
4: Output {j, f(j)}-
5: end for
equation:

4) Key Tracing: Once the data breach occurs,

pk- A =[] w:)?

i=1
Then, the jth SP creates the corresponding shares

as {co,ij, 1, i, and sends them to the receiver,
where do,;,; Er Z; and 61,5 €Er 2,

co,i; = 19%7, F(5)0.i - (yi/R0)%7}
Clij = {951’”} CIRE (yi/hl)él’i’j}-

The receiver runs the reconstruction algorithm, as
shown in Algorithm 2, to restore {zp, ; }!_, as follows

{2:,i}iz1 = RO(
{ri}gzlvbi)'

d) Data decryption: The receiver decrypts the encrypted
data blocks as M, ; = Decy, (2, ,)(Ep, ) fori =1
to t.

params, {co.i.j; C1.ij }i1,

that is,
{My, ;}t_, are published, the sender matches the stored
watermarks to identify the choices (the bits included in the
private key) of the receiver and pursues the responsibility
of the receiver by submitting the private key to a posterior
investigation or a dispute resolution. We omit the details
of a dispute resolution and only give a short explanation.
Before data sharing, the sender and receiver can create a
claim-or-refund smart contract on the public blockchain
where a money amount is deposited that can be spent at
any time with a jointly signature of the sender and the
receiver. If the private key of the receiver that signs the
smart contract is revealed to the sender due to the data
breach by the receiver for some self-interests purposes,
the receiver is penalized automatically as the money is
gained by the sender.

Note that, key tracing in ADS suffers from a special attack
where the receiver only exposes partial shared data blocks
M' C {M,, ;}i_,, and thus, the sender cannot obtain all
valid bits of the receiver’s private key. Assuming that the
receiver leaks t' = k' * € data blocks, the least number of
valid bits leaked by the receiver is ’, and the probability
that the sender can successfully guess the private key rsk
is Pr(Succ) = (3)="

Input: params, {co.; j, ¢}y, {ri}iy, bi
Output: {wp, ;}i_,.

I:  Create an empty list list = {}.
2: for:=1totdo
3: for j = 1tokdo

. (s J i V00 g
4: Calculate vy, ; j = f(])b"(” 5(5”/};)3 -

g "t (3

5: end for
6: Caleulate wy, i = Y25 by - (0. 7).
7 Add wy, ; into [ist.
8: end for
9:  Output list = {wp, ; }i_;.
‘EO,OVEI,O ﬂ" Ey0,Eo0 ‘—" Eo,o:ELu ‘ ‘ 20,0021,0 ‘ ‘ 2020212 ‘_" 20,0:21,0 ‘

m
‘50,1:51,1 ‘ " Ei1,Eoq ‘_" Eo1,E1q ‘ ‘ 20,00 21,0 ‘_" 20,1, 21,1 ‘

‘ Zo0 21,1 ‘
.

! PR
‘Eo,z'Ei,z ‘_" Ei2,Eop ‘_" Eo2 Eip ‘

‘ 20,2/ 21,2 ‘ ‘ 20,1211 " 20,20 21,2

Ty PR
‘Eo,mELn ‘_" Ein Eon ‘_"Eu,nvEl,n ‘ ‘ Zo,tr Z1,t ‘ ‘Zo,tuzul ‘ " Zoer 21t ‘

Row Permutation Column Permutation

Fig. 3. Permutation operations in R-ADS.

C. Details of R-ADS

In this section, to improve the success probability of key trac-
ing, we propose a variant of ADS, named R-ADS. Specifically,
different from ADS, the receiver cannot know the correspon-
dence between his/her choices and the watermarked data blocks
in R-ADS. The basic idea behind R-ADS is called oblivious
permutation. Namely, before the sender and the receiver run
the distributed OT protocol to share the data blocks, the sender
permutes the data blocks; after the receiver obtain the permuted
data blocks, he can obliviously perform reverse permutation to
recover the data blocks with the assistance of the sender. Since
the permutation is oblivious to the receiver, he cannot identify,
which part of the private key is revealed. The followings are the
details of R-ADS. We only emphasize the differences between
ADS and R-ADS, and ignore the repetitive parts.

1) System Setup: A public-key additively homomorphic en-
cryption/decryption algorithm (the public and private key
are in the field of Gy and Z;, respectively) is chosen
by TA as Encd()/Dec/() and is published as the public
parameter. In addition, TA chooses a new public/private
key pair (rek = g"™, rdk € Z;) for the receiver.

2) Data Sharing: The subphases, including data prepara-
tion, data encryption, and data decryption, are different
from the corresponding subphases in ADS.

a) Data preparation: The sender permutes { Ey ;, F1 ;}
to {Eo,i, El,i} (row permutation 7ry) for7 = 1tot and
then permutes {zo;, z1,;} to {2, 21} fori =1tot
(column permutation ), as shown in Fig. 3. Finally,
the sender sends {Eo . B i} to the receiver.
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b) Data encryption: Before the sender runs the secret
sharing algorithm SS(), the sender chooses 2t ran-
dom numbers {I'y; €r G,,I'1; €r G4}i_, as one-
time pads (I'g ; and I'y ; should be temporarily stored
and can be deleted at the end of the phase). Then,
she randomizes {2 ;, 21 ; }._, asuo,; = 20, - L'o,; and
Uy = 21,5 - I'1 4 fori = 1 to t. Then, the inputs of the
secret sharing algorithm S.S() are changed from z ;
to ug,; and from z ; to uy ;.

¢) Data decryption: The receiver encrypts {up, ;}!_,
as  {wy, ; = Enciy(up, ) }i=;» and  sends
{uy, ;}i=) to the sender. The sender encrypts
{To,i;Tiitiy as {Tg,; = Enc) ;. ((To) "), T ; =
Encl, ((T1:)"")}!_,, and combines these two
ciphertexts by additively homomorphic operations
as  woi =, ;- To; and ;= - TY,

for i=1 to t. She, then, reversely pérmutes
{ts, 1} to {wo,,wi;} (reversed column
permutation 7, '), and forwards the results to
the receiver. The receiver decrypts {wg;,w;}
as {z,; = Deciy (wo,i), 2 ; = Deciy (wiq)}i,
to obtain zy, and zj,. The receiver decrypts the
encrypted data blocks as M, ; = Decy, (-, ) (Ep, )
fori=1tot. "

3) Key Tracing: Assuming that the receiver leaks ¢ data

blocks, the number of valid bits leaked by the receiver
is x’, and the probability that the sender can successfully
trace the data leaker and guess his/her private key rsk
is Pr(Succ) = (%)”’”/. We can utilize the method of
indicator random variables to calculate the expectation
of ', E(K').
For i = 1 to k, let I; = 1, if the bit b; is leaked at least
once, and let I; = 0, otherwise. Then, the number of
valid bits leaked is ' = >, I;, and by the linearity
of expectation, we can calculate the expected number of
valid bits leaked as E(x') = Y., E(I;). Specifically,
E(I;) can be computed as

r

Pr(I; =
=1-Pr(l;=1)=1-Pr(I; =0).

In R-ADS, each bit b; is embedded ¢ times into ¢ data
blocks, and thus, the number of data blocks that do not in-
volve the bit b; ist — €. If the receiver randomly chooses ¢/
out of ¢ data blocks, the number of possible arrangements
(of the chosen data blocks) is (:,) = %)w' When there
exists one restriction that the chosen data blocks do not

involve the bit b;, the number of possible arrangements
t—e
is (t;e) = 7(t_(z:§,))!!t,l.Then, we have Pr(I; =0) = ((t;))

Finally, the expected number of leaked valid bits is cal-
culated as follows:

(W) =2 (1~ Pr(l = 0)) = - (1 - (g)

i=1

1200

—*— ADS
—o—R-ADS

1000 -
800
600
400

200 -

The number of leaked bits (private key)

0

0 500 1000 1500 2000 2500 3000 3500 4000
The number of leaked data blocks

Fig. 4. Effectiveness of key tracing (x = 1024, e = 4).

R-ADS mitigates the special attack mentioned in ADS
since the receiver is prevented from learning the corre-
spondence between the choices (bits b;) and the water-
marked data blocks My, ; fori = 1tot. When the receiver
chooses to leak the shared data, the leakage of his/her
private key is random. Fig. 4 is utilized to demonstrate
the effectiveness of key tracing in R-ADS compared with
ADS. When the number of leaked data blocks is the same
in ADS and R-ADS, the number of leaked bits (of private
key) in R-ADS is more. For example, when the number
of leaked data blocks is 2000 (among 4096 data blocks),
the number of leaked bits in ADS is around 500 and the
number of leaked bits in R-ADS is around 900.

D. Details of E-ADS

ADS and R-ADS are secure under the semihonest adversary
model, but not secure under the malicious adversary model. If
some SPs are malicious and perform arbitrary operations such as
giving arbitrary values to the receiver as the shares, the receiver
cannot detect the malicious SPs and verify that the received
data are correct. Therefore, we introduce E-ADS, by utilizing
the zero-knowledge proof [15] to verify the operations of SPs.
Similarly, we only emphasize the differences between R-ADS
and E-ADS in the following details, and ignore the repetitive
parts.

1) System Setup: Another distinct generator g is chosen from
G, and is published as the public parameter.

2) Data Sharing: The subphases, including data prepara-
tion, data encryption, and data transfer, are different from
the corresponding subphases in R-ADS.

a) Dtapreparation: The sender chooses 2¢ random num-
bers {po,i €r Z;,p1i €r Z,}i—y, and calculates 2t
group elements as {ZO,i =g,z = gPhe ;‘f:].

b) Data encryption: The sender sets I'g; = g and
[y =g", where Ag; €r Z; and Ay ; €g Z;. The
inputs of the secret sharing algorithm SS() are
{poi + Xo.i, 1 + M.i}i_,, and the secret sharing
function is changed to f(x) mod ¢. The sender also
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calculates {groit*oi gPritriilt | and for secret
sharing functions f(z)o, and f(x);; (i =1 to ¢),
the sender calculates {g®-i, ..., g% 1bi}_rg ;.
{gpo,i+)to,i’gpl,i+}hl,i’ {ga],l,i’ . gak—l,l,i}l:{o,l}}gzl
are broadcasted to n SPs. Each SP calculates
gl and g/ as follows, and broadcasts the

results to n SPs, such that n SPs have the same
{gf(j)o,i , gf(j)n,L}l:i-,J:n

i=1,j=1
k—1
gf(j)o,i — gPO,i+)LO,i H(gao,r,z‘)jl
T=1
k—1

gf(j)l,i — gpl,i+}\l.'i H(ga],r,i)jl.

T=I

If any dispute happens, n SPs use the majority voting
method to reach a consensus.

¢) Data transfer: The jth SP sends the shares
{¢0,i,j,C0,i,j }:—, to the receiver

coi5 = {g™00, g7 D00 - (yi /W) }
crig = {g"a, g7 (gi /R,

Simultaneously, it attaches a noninteractive zero-
knowledge proof as follows, and other SPs verify the
proof. If a majority of the SPs acknowledge the failure
of the proof, the corresponding SP is identified as the
malicious SP

ZKPoK{({f(7)0,s F (31,6 80,0, 01,0, Yit)
cog = {9, 7 (i /h0)20a}
Nerig = {9,670 (y; /h )i}
Adoss =T A Ay, = gD,

When performing the reconstruction algorithm RC/(),
line 6 changes to wy, ; = H?:l (Ubi,i7j)H;€=0’l#i =3
To reduce the computational cost at the sender side and the re-
ceiver side, the exponential operations and public-key operations
can be outsourced to k£ SPs under the semihonest setting and the
malicious setting. The sender and receiver can split the secrets
(e.g., the exponents in the exponential operations) to k£ SPs and
aggregate the results later. For the malicious setting, the results
of these computations should be publicly verified. To achieve the
goal, the prover can utilize the noninteractive zero-knowledge
proof for composite statements [15], i.e., the secret is hashed first
and then published later. For instance, to prove © = g? while
keeping ¢ € Z secret, the prover can publish 6 and perform
the following noninteractive zero-knowledge proof

ZKPoK{(0) : @' =H,(0) n© = ¢°}.

IV. SECURITY ANALYSIS

In this section, we analyze how ADS, R-ADS, and E-ADS
achieve the following three security requirements: data confi-
dentiality, data accountability, and data correctness.

1) Data Confidentiality (A; and A;): ADS and its variants

allow up to £ — 1 SPs being corrupted and allow these
corrupted SPs to collude with the sender or the receiver
to break the data confidentiality.

Claim 1: Up to k — 1 out of n collusive SPs cannot

obtain the shared data of the sender M, ; and M, ; for
1=110t.
Analysis: My ; and M, ; are encrypted using the symmet-
ric key cryptosystem and the secret keys zp ; and 2 ;. As
long as the symmetric key cryptosystem is semantically
secure, the malicious SP cannot recover My ; and M ;
from Ey; and E ;. In the meantime, zp; and z;; are
shared with n SPs based on the Shamir’s secret sharing
scheme. Hence, unless there exist more than & — 1 collu-
sive SPs z ; and 2 ; cannot be recovered, and M ; and
M; ; cannot be obtained by malicious SPs.

Claim 2: The choice b; (corresponding to a bit of
private key rsk) of the receiver is unconditionally secure
unless the receiver leaks the shared data blocks.
Analysis: In ADS, for each bit b;, there is a randomness
T €ER Z(’; that satisfies y; = g™ hY. Therefore, the sender
and SPs cannot get any information about the receiver’s
private key even if they have unlimited computational
power. In R-ADS and E-ADS, since the zero-knowledge
proof ZkPoK satisfies the zero-knowledge property, r; and
b; are not exposed. Although the sender also receives the
ciphertext “Zi,i of the shared data, which is encrypted
by the public key rek of the receiver, he cannot decrypt
the ciphertext to obtain the shared data wy, ; and cannot
identify b; without the private key of the receiver rdk,
considering that the homomorphic encryption, e.g., El-
gamal encryption, is semantically secure under the DDH
assumption.

Claim 3: The receiver, even if colluding with up to k —

1 out of n SPs, cannot extract zi_y, ;, and, thus, cannot
obtain M, _y, ;.
Analysis: The jth SP creates the share of z;_;,; as
by = {97009, F(bea - (ya/BI0) 0 bena } OF
there exists a probabilistic polynomial-time adversary
A that can distinguish (g, h, g%, f(5)1 .-
(i /R =00)0rbsi) and (e1,e2,€3,€4) where
e1,€3,€e3,e4 €ER Gz, A can also solve the DDH problem.
The security proof is identical to the proof in [14].
In other words, ci_p,;; does not reveal any useful
information about z;_p, ;. Therefore, the receiver cannot
extract 2y _p, ;-

2) Data Accountability (A, and A,): To ensure the data

accountability, ADS and its variants apply three main
mechanisms: the watermarking techniques [10], [13], the
zero-knowledge proof technique [15], and the posterior
investigation mechanism [11].

Claim 4: When the shared data are leaked, the sender
can trace the responsibility of the receiver.
Analysis: The zero-knowledge proof technique guaran-
tees that the receiver has to embed his/her privacy key rsk
(the choice b;) into the shared data M before receiving
the shared data. Since the zero-knowledge proof ZkPoK
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is complete, the receiver can easily generate the correct TABLE |
proof T, when the receiver has the private key rsk. COMPUTATIONAL COMPLEXITY (SENDER)
Smc.e the zero—knowledge proof ZkPoK is sound, the s TS T T e
receiver cannot deceive the sender and SPs to forge a valid OT+ZKPoK [16] a 81 50+3 t+1 N/A
. . . Mangipudi et al. [12] 4t 8t 6t + 3 2t +1 3t
private key rsk and obtain the shared data M;. Particularly, a“glpuA;;S : 5 o N/A N/A N/A
: : : R-ADS 21 2t NJA Ikt + 2t NJA
ADS requires the recgl\;gr to make a commltmfznt of eztlch ADs > = NA T T ek T | N
choice b; as y; = ¢"*h” and prove that the bits {b;};_,
can be used for recovering the private key rsk. Moreover, TABLE Il
the private key is embedded ¢ times, i.e., t = € X k, to COMPUTATIONAL COMPLEXITY (RECEIVER)
increase the success possibility of key tracing. To prevent
. . . Schemes SKE [ HASH | EXP MUL PKE
the attack where the receiver just leaks partial shared OT+ZKkPoK [16] 3 I 2t T N/A
: : : Mangipudi et al. [12] 3t At 5t 4t t
data, the permutatl.on operations 7 and are exp101t.ed 5 5 51 NTA GETET NTA
such that the receiver cannot match the choice b; with R-ADS 2t 2+ 1 NJA | (B2 +5k—1)i+2k | NJA
E-ADS 2t (k+7t+3 | N/A | (kK*+5k—1)t+2k | N/A

the received data block Mj, ;. In the key tracing phase,
the sender can obtain more bits of the private key rsk
within this setting. Therefore, the sender can trace the
responsibility of the receiver by extracting the private
key according to the leaked shared data blocks and by
applying a posterior investigation mechanism.

3) Data Correctness (A,): To ensure the data correctness,
E-ADS applies the zero-knowledge proof of composite
statements.

Claim 5: Up to k — 1 SPs corrupt and behave mali-
ciously, these malicious SPs can be detected.
Analysis: First, the shares of each SP are verified and
the public verification is achieved via the zero-knowledge
proof. The jth SP’s ith shares {g/ (/)¢ }i={0,1} are proved
that they are not manipulated based on the noninteractive
zero-knowledge proof. The proof is constructed on the
Y-protocol in the random oracle model. This classical
noninteractive zero-knowledge proof is secure based on
Fiat—Shamir heuristic if the hash function is simulated as
the random oracle [17]. That is, any misbehavior can be
detected. Hence, the receiver can obtain the correct shares
torecover {up, ; }1_, evenif some SPs are malicious. Sec-
ond, the computations, performed by SPs, are also proved
and verified based on the noninteractive zero-knowledge
proof. When the proof is only related to the algebraic
statement, the proof is also constructed on the 3-protocol
in the random oracle model. When the proof is related
to the arithmetic statement, the proof is constructed on
the zero-knowledge succinct noninteractive argument of
knowledge. The security of composite statement has been
discussed in [15].

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of ADS. To
demonstrate the advantages of ADS, we compare ADS with
two existing schemes, OT+ZkPoK [16] and Mangipudi et al.
scheme [12] in the experiment. OT+ZkPoK is a straightfor-
ward combination of the simplest OT protocol and the zero-
knowledge proof technique. Mangipudi er al. [12] scheme
achieves the similar function as ADS. As the computational
efficiency is one of the most important performance metrics in
data sharing, the performance evaluation mainly focuses on the

computational overhead and delay of the sender and the receiver
in the phase of data sharing.

A. Computational Complexity

We first analyze ADS, R-ADS, and E-ADS in terms of the
computational complexity of the sender and the receiver. We
count the number of the time-consuming operations, includ-
ing the symmetric-key encryption/decryption SKE, the crypto-
graphic hash function HASH, the exponential operation EXP in
G4, the multiplicative operation MUL in G, and the public-key
encryption/decryption PKE. The comparison results are shown
in Tables I and II. Compared with the existing schemes [12], [16],
ADS does not require any exponential operation or public-key
encryption/decryption. These operations can be transformed to
multiplicative operations to reduce the computational costs. An
exponential operation at the sender side or the receiver side can
be calculated by k£ SPs, and the sender and the receiver can
combine the received results from & SPs by multiplication to
obtain the final result, i.e., 1 EXP can be transformed to k — 1
MULs. Similarly, the public-key encryption/decryption can be
transformed as well. In R-ADS and E-ADS, the sender and
the receiver have to compute more hash functions and do more
multiplication. There are three reasons as follows:

1) the sender and the receiver need to perform public-key
encryption, permutation, and randomization operations;

2) the sender needs to make a commitment to the secret
sharing functions f(z) for the later verification, and needs
to do some exponentiation;

3) the sender and the receiver need to verify the results calcu-
lated by distributed £ SPs, and an additional computation
of a hash function is necessary for each verification.

B. Experiment Settings and Results

Table III shows the experiment setting. We choose SHA-256
algorithm as the cryptographic hash function and select the
AES algorithm as the symmetric encryption/decryption algo-
rithm. The Elgamal cryptosystem is selected as the public-key
homomorphic encryption/decryption algorithm. The security
parameter « is set as 1024, the embedded times of the private
key e are set as { 1,2, 3,4}, corresponding to the number of data
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TABLE Il
EXPERIMENT SETTING

Parameters Settings

Hash Function SHA-256

Public Key Encryption Elgamal Cryptosystem
Symmetric Key Length n 128

Symmetric Key Encryption AES Algorithm
Security parameter 1024

Embedded Times e 1,2,3,4

Data Blocks Number ¢ 1024, 2048, 3072, 4096
Size of Each Data Block 1 KB

Data Size
Threshold (k, n)

1 MB, 2 MB, 3 MB, 4 MB
(2,3) and (10, 19)

blocks as {1024,2048,3072,4096}. The threshold % is set as
{2, 10}, and each data block transmitted is 1 KB. Two devices
are chosen as the sender or the receiver: a desktop (Windows 10
with 3.4 GHz processor and 32 GB memory) and a smartphone
(Android 9.0 with 2.6 GHz processor and 6 GB memory).

We build a simulator for OT+ZkPoK [16], Mangipudi et al.
scheme [12], ADS, R-ADS, and E-ADS based on JAVA lan-
guage. The simulator simulates all computational operations of
the sender and the receiver in the data sharing phase. We run
the simulator 100 times and obtain the average computational
delaysin Fig. 5 and Fig. 6. As shown in these figure, ADS is more
computationally efficient than OT+ZkPoK and Mangipudi et al.
[12] scheme since the computational delay of the sender and the
receiver is much smaller. The reason is that the sender and the
receiver in ADS do not need to perform exponential operations
and public-key encryption/decryptio operations. These opera-
tions are more time consuming than multiplicative operations.

Also, with the increase of the private key’s embedded times ¢, the
computational latency of the sender and the receiver increases as
well. The reason is that, once the embedded times € increase from
1 to 4, the rounds of OT protocol increase linearly, which leads
to computational operations rise linearly. Moreover, to study the
influence of the threshold &, different values for k are set in the
simulation. The simulation results demonstrate that k£ does not
significantly affect the computational efficiency of the sender
and the receiver, i.e., the computational delay just increases a
little. The reason is that, the number of the data blocks ¢ is too
large to cover the influence of k. In addition, compared with the
existing schemes, ADS can run at the smartphone with accept-
able delay (almost 30 s when £ = 10) while the existing schemes
takes more than 2 m to accomplish the computations when ¢ = 4.
Furthermore, both the sender and the receiver in R-ADS and
E-ADS, compared with ADS, require more computational costs
in the data sharing phase. The reason is that, they need to do
more multiplicative operations and perform more hash functions
to support the verifiable property and achieve the requirement
of data correctness. Considering that these operations are not
time-consuming compared with the exponential operations, the
computational delay is also acceptable.

VI. RELATED WORKS

The security and privacy issues of data sharing have been
well studied, and most of which focus on achieving fine-grained
data access control [18]-[23] and privacy preservations [24]-
[26]. There exist some papers [27]-[32] that discuss the data
accountability issue, but these proposed schemes address the
issue from different perspectives other than ADS. In addition, a
bunch of papers about traitor tracing [33]-[36], is also related to
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the accountability issue for data sharing, i.e., tracking the source
of data breaches.

A. Accountability in Data Sharing

To address the accountability issue for data sharing, Guo
et al. [27] introduced the concept of accountable proxy re-
encryption (APRE) and proposed an APRE-based scheme,
which enables anyone to judge whether the proxy (cloud) abuses
the re-encryption key and re-encrypts a client’s data without
authorization. The accountability defined in their scheme is
to trace the responsibility of the proxy (cloud). Li et al. [28]
proposed a fine-grained data sharing scheme based on the
attribute-based encryption. The identities of adversaries who
publish their decryption boxes can be traced since their identities
need to be embedded into the decryption box and can be publicly
extracted. The accountability defined in their scheme is to trace
the responsibility of the entity who has decryption capability.
Different from them, Cao er al. [29] proposed a trust-based
model for data sharing, where trust policies are deployed to each
entity. The data usage history is recorded in a trusted authority
such that anyone can trace the responsibility of data abusing.
To get rid of the trusted authority, Neisse et al. [32] proposed a
blockchain-based data accountability and provenance tracking
scheme, where all logs of data processing are recorded on a
decentralized blockchain. Similar to [32], Shahriar et al. [30]
proposed an accountable data sharing scheme using blockchain.
Their scheme relies on a relaxed trust assumption that only the
data providers are trusted. The data accountability issues can be
addressed by misbehavior report and automated punishment.
Liang et al. [31] also proposed a decentralized accountable
system for healthcare data based on blockchain. They applied a
security hardware, Intel SGX, to guarantee the trustworthiness
of data access logs, since all data access operations should be
verified by the hardware, which is difficult to be compromised.
Different from ADS, although these schemes also aim to achieve
the accountability, they do not consider the case where the shared
data are leaked and how to trace the adversary based on the
leaked data, and cannot be directly applied in IIoT scenarios.

B. Traitor Tracing

The concept of traitor tracing is proposed by Chor et al. [33].
They called a receiver traitor, who allows nonauthorized entities
to obtain the shared data from the sender. Particularly, the sender
can encrypt the shared data using one master secret key and
publish the encrypted shared data to a public platform. When the
sender wants to share the data with a receiver, she can generate a
decryption box with a unique private key and share the decryp-
tion box with the receiver. Then, the receiver can decrypt the
encrypted shared data using the decryption box and the private
key to obtain the data. Obviously, a traitor can make copies of
her decryption box and private key to resell or make them pub-
lic, thus allowing illegitimate entities to decrypt the encrypted
shared data. Though this behavior cannot be prevented, it can
be resisted in a traitor tracing scheme. A traitor tracing scheme
can achieve the tracing goal even if a traitor modifies his/her
private key before releasing it or a coalition of traitors work

together to create a new decryption box and a new private key.
Recently, the traitor tracing mechanisms are fully developed.
Kiayias et al. [36] combined the blockchain technology and
the traditional traitor tracing mechanism to propose a traitor
deterring scheme. In their scheme, a traitor provides collateral
for retrieving the unique private key used for decryption and the
security of the collateral is protected through a smart contract,
i.e., it is not revealed unless the traitor misbehaves. Nishimaki
et al. [34] proposed an anonymous traitor tracing scheme where
the identity information about the traitor is privacy preserving
and is embedded into the traitor’s private key and can only be
recovered by the tracing algorithm. Goyal et al. [35] proposed
the first collision-resistant traitor tracing scheme that is proven to
be secure under the standard assumption. Although these traitor
tracing schemes are effective to some extent, they are not fit
for the case of data sharing in IIoT since ADS aims to support
data leakage detection rather than key leakage detection. Also,
ADS guarantees that the sender cannot extract the secret of the
receiver unless the receiver leaks the shared data, but these traitor
tracing schemes cannot satisfy the requirement.

VIl. CONCLUSION

In this article, we proposed ADS for IIoT. ADS enabled a
data owner to share any data with a datareceiver, but prevents the
latter from exposing the shared data to the public without permis-
sion. If the shared data are leaked, the data owner can extract the
data leaker’s private key from the leaked data to pursue his/her
responsibility. Even if the data leaker only leaks part of the shared
data, the sender still has a large probability to recover his/her
private key. In addition, compared with the existing schemes,
ADS significantly reduced the computational overhead of the
sender and the receiver while the security can still be guaranteed,
which makes ADS well fit for IIoT. In the future work, we
aim to propose a blockchain-based accountable data sharing
scheme without off-chain protocols, which does not only have
low computational overhead but also low communication costs.
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